
Ch 31 Summary  

 

• The three goals of security are confidentiality, integrity, and availability .  

 

• These goals are threatened by attacks such as snooping, traffic analysis, modification, masquerading, 

replaying, repudiation, and denial of service . 

 

• Cryptography is a technique described in this chapter to achieve security goals; the other technique, 

steganography, is left for more advanced books on security . 

 

• Confidentiality is achieved through asymmetric-key and symmetric-key ciphers . 

 

• In a symmetric-key cipher the same key is used for encryption and decryption, and the key can be used 

for bidirectional communication . 

 

• We can divide traditional symmetrickey ciphers into two broad categories: substitution ciphers and 

transposition ciphers . 

 

• In asymmetric-key cryptography there are two separate keys: one private and one public . 

 

• Asymmetric-key cryptography means that Bob and Alice cannot use the same set of keys for two-way 

communication . 

 

• Discussion of security is not limited to confidentiality; other aspects of security include integrity, 

message authentication, entity authentication, and key management . 

 

• Message integrity is achieved using a hashing function to create a digest of the message . 

 

• Message authentication is achieved using techniques such as message authentication code (MAC) or 

digital signature . 

 

 

 



• Entity authentication is achieved using either personal identification, such as a password, or techniques 

such as the challengeresponse process . 

 

• To provide either confidentiality or other aspects of security, we need either secret keys or the 

combination of private-public keys . 

 

• The distribution of secret keys can be done by a key distribution center (KDC) or through instantaneous 

methods such as Diffie-Hellman . 

 

• The certification of public keys can be done through a certification authority (CA) . 
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Figure 31.6  

 



 

 
 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 
 

 

 

 

 

 

 

 

 

 



 

 

 
 

 

 

 

 

 

 

 
 



 

 

 

 



 

 
 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

  

 
 



 

 

 
 

 

 

 

 

 

 

 

 

 



 

 

 

 

 
 

 

 

 

 

 

 

 

 



 

 
 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
 

 

 

 

 

 

 

 



 

 

 

 

 
 

 

 

 

 

 

 



 

 

 
 

 

 

 

 

 

 
 

 

 

 



 

 

 

 
 

 

 

 

 

 

 

 

 

 

 



 

 

 
 

 

 

 

 

 

 

 

 

 

 



 

 

 
 

 

 

 

 

 

 

 

 

 



 

 
 

 

 

 

 

 

 

 

 



 

 
 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 
 

 

 

 

 

 

 

 



Ch 32 Summary 

• IP Security (IPSec) is a collection of protocols designed by the IETF to provide security for a packet at the 

network level . 

 

• IPSec operates in transport or tunnel mode . 

 

• IPSec defines two protocols: Authentication Header (AH) Protocol and Encapsulating Security Payload (ESP) 

Protocol . 

 

• IPSec creates a connection-oriented association at the top of the connectionless IP protocol to be able to provide 

security . 

 

• A transport-layer security protocol provides end-to-end security services for applications that use the services of a 

connection-oriented transport-layer protocol such as TCP . 

 

• Two protocols are dominant today for providing security at the transport layer: Secure Sockets Layer (SSL) and 

Transport Layer Security (TLS) . 

 

• We discussed SSL in this chapter; TLS is similar . 

 

• Although SSL or TLS can provide security for applications that use the service of connection-oriented protocols 

such as TCP, the e-mail application is exceptional because the application uses a one-way communication . 

 

• The Pretty Good Privacy (PGP), invented by Phil Zimmermann, provides e-mail with privacy, integrity, and 

authentication . 

 

• Another security service designed for electronic mail is Secure/Multipurpose Internet Mail Extension (S/MIME) . 

 

• A firewall is a device (usually a router or a computer) installed between the internal network of an organization 

and the rest of the Internet . 

 

• It is designed to forward some packets and filter others . 

 

• A firewall is usually classified as a packet-filter firewall or a proxy firewall . 
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